Cyber Risk Quantified
Building Resilience in
Asia’s Financial
Networks
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Agenda

Exploring how quantified risk, real-world incidents, and collaborative
strategies can strengthen cyber resilience across Asia’s networked financial
ecosystem

Setting the Stage Cyber Risk

Cyber risk trends and regulatory Quantification

context in Asia How FAIR and board-level metrics are
shaping risk managemengs= ==

— e

The Networked Threat Actionable Strategies
Landscape for Resilience

New risks from quantum computing, Practical steps and governance for
automation, Al agents, and third-party executives and boards

dependencies. Al risk is often third-party risk!

Case Studies: When

Collaborative Defence
Automation Fails & Q&A
Real-world failures in market Sector-wide collaboration, playbooks,

infrastructure and banking operations and open discussion




() Introduction &
Setting the Context

Asia’s financial sector faces fast-evolving cyber threats, deeper
operational dependencies, and new regulatory challenges - making
resilience a top boardroom issue

As digital transformation accelerates, the risks are increasingly
networked and systemic - demanding that we rethink how cyber risk
is measured, managed, and communicated at the highest levels.

Asia-Pacific banks are now

the most targeted globally Your operational resilience
for cyber-enabled fraud increasingly relies not just

and attacks, accounting for on your controls, but on
up to US$37 billion in the risk posture of your
annual losses, including a network - exchanges,

major surge in phishing custodians, and vendors
and payment fraud.



@ The Networked
Threat Landscape

Automation, Al, and interconnected vendors have
magnified risk. What happens when a business has
replaced functions/people with agents and they fail,
how do you pick up the slack?

Automation & Al Risks:

Increased reliance on automated controls and agentic
Al multiplies both efficiency and vulnerability, with the
potential for rapid and large-scale failures.

Third-Party & Vendor Exposure:
Outsourcing core processes to technology and service
providers introduces new risks, as breaches or
misconfigurations can propagate through financial networks.

Ripple Effect of Failures:

The interconnected nature of Asia’s market infrastructure
means a single disruption (whether cyber or operational) can
have widespread industry consequences.
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Quantum computing: Predictions

Gartner predicts RSA and ECC will

The CYberSecu rity th reat become unsafe by 2029, and

potentially broken by 2034.

that's close (Q-Day)

Modern cybersecurity in Finance depends on encryption . .
standards like RSA and ECC, which have reliably protected O EL TSI ] ol el L

. . . . to classical encryption will likely materialise
sensitive data for decades. But this foundation is now under within the next two decades - possibly much
serious threat. sooner.

Nobody knows for sure

Mitigation

NIST is leading the global shift toward post-
quantum cryptography, targeting the
deprecation of RSA-2048 and ECC-256 by 2030
and their complete phase-out by 2035.

Impact?
Understanding future risk (amid
'Harvest Now — Decrypt Later’ Theory)
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Bitcoin?



WHAT HAPPENS IF RSA
AND ECC ARE BEROKEN?

QUANTUM ATTACKS COULD EXPOSE CRITICAL
SYSTEMS AND DATA.
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HTTPS DIGITAL EMAIL BLOCKCHAIN SOFTWARE AUTHENTICATION
COMPROMISED SIGNATURES COMMUNICATIONS AT RISK UPDATES SYSTEMS
FORGED EXPOSED TAMPERED BREACHED
Private web Hackers Confidential Transactions Malicious Systems
traffic could could emails may and identities updates relying on
pe Impersonate be read or on blockechain could be public-key
decrypted, trusted altered. networks signed and infrastructure
exposing organizations could be distributed could be
sensitive or users. spoofed. as genuine. bypassed.

data.



) Case Studies:
When Automation
Fails

-

2

O

O

£ % THEOS

Missed Anomalies by Al:

Real examples show Al/Hybrid monitoring systems failing
to detect market abuse or anomalous trades, nearly
enabling multi-million dollar manipulation and drawing
regulatory attention.

Vendor Outages Disrupt Markets:

Outages at key infrastructure vendors, such as
reconciliation system failures, have caused temporary
market suspensions and/or delays in clearing or
settlements.

Human Oversight Gaps:

Over-reliance on automation without validated human-
in-the-loop processes has exposed major vulnerabilities,
underscoring the need for robust manual controls and
tested crisis playbooks.



@ Cyber Risk
Quantification

Banks and infrastructure firms use FAIR and outcome-
based analytics to turn cyber scenarios into monetary
impact, closing the gap between technical threats and
board accountability for business outcomes.

Linking Risk to

Board-Level Clarity:
Impact:

Outcome-based analytics show
how cyber incidents translate into
financial, reputational, and
regulatory consequences for

Quantitative models like FAIR
convert complex cyber scenarios
into monetary terms, helping

boards make informed business
decisions and prioritize
investments.

banking and infrastructure leaders.

Dynamic Assessment
Required:

Continuous, real-time
quantification becomes essential as
market, technology, and threat
landscapes keep evolving across
Asia.




Vendor Governance & Risk Controls:

ACtio n a b I e St ra teg i es Implement rigorous risk assessments, contractual requirements,

and continuous monitoring of technology partners to reduce
exposure from third-party failures, especially for critical

fo r RESi I ie n ce processes and cloud-based services.

Strengthening financial sector resilience requires clear vendor Unified Metrics & Transparent
controls, unified risk dashboards, and regular incident drills Reporting:

to keep disru ption impacts contained. Standardise cyber risk metrics and dashboards across internal
teams and external partners, enabling boards and regulators to

review risk levels consistently and take rapid, informed action.

Crisis Simulation & Incident

Training:

Conduct regular industry-wide drills and role-based exercises
Just as critical, coIIaborating on threat simulating cyber and operational incidents, ensuring all senior
intelli d best ti hel leaders and teams know escalation protocols and can maintain
!n e. Ig?nce and best practices ) € p§ market operations under stress.
institutions stay ahead of evolving risks .
and comply with fast-changing regulations Continuous Improvement through
across Asia’s markets. Collaboration:

Foster open channels for sharing threat intelligence, best
practices, and incident learnings with other institutions,
exchanges, and law enforcement, building adaptive resilience
and compliance with Asia-Pacific regulatory expectations.
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© Collaborative ﬁ
Defence & Q&A

Cross-market collaboration, sector-wide playbooks, and executive- .
level engagement needed to address networked risk head-on and
shape more resilient financial systems throughout Asia.

As digital transformation accelerates, the risks are increasingly
networked and systemic - demanding that we rethink how cyber risk
is measured, managed, and communicated at the highest levels.

Share Intelligence,
Elevate Defenses:

Engage and Learn
Together:

Industry sharing of threat
intelligence and
collaborative incident
response strengthens each
institution and the
ecosystem as a whole.

Open discussion




Adversaries move fast
THEOS moves faster

Paul Jackson

https://lwww.linkedin.com/in/jacksonhk




	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11

